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Productivity & Security for Mobile 
Enterprises – You CAN Have Both!

Mobile Tech Talks
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1. Understanding mobile security and why?
2. Bringing AI and productivity enhancements

to your mobile fleet.
3. How do you use AI securely in your mobile

enterprise?

Key Insights
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Security in Mobility
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Enterprise Mobility : a New Normal
Mobile devices have become a key enabler for organizations to do things better and faster

5

of workers who own
a smartphone use it
every day for work.

93%

of their work day 
using their smartphone.

In fact, they spend

33%
My smartphone will replace my PC :

Already has 14%

Within 5 years 18%

Another 18% say it will happen
within five years from now.

In a few years 26%

say their smartphone will replace the 
need for a traditional computer in 
a few years (26%), or already has (14%).

4 in 10

[Source] Insight (New Study Shows Growing Role of Cellphones at Work (2017) 
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Security issues

Issues in linking mobile platforms to existing backend system(apps, DBs, etc.)

Minimal interest/adoption by mobile workers in the organization

Version control issues between mobile OSes, apps, and/or enterprise apps

Too complicated to install, manage, and support

Project scope extended or changed during the actual deployment

Vender or provider did not have the expertise to deliver the project

Uncertain or negative ROI

Compliance issues

Lack of resources to support projects (IT staff, app developers, etc.)

Cost overruns, budget issues

Security Manageability Productivity

Critical are Security, Manageability, and Productivity

Q : What are the top challenges facing your organization regarding mobile technology deployment?

[Source] IDC 2019 U.S. Enterprise Mobile Decision Maker Survey: Software 
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Samsung Knox
All-in-one solution built for enterprise mobility

Mainly consists of the Knox security platform and a series of Knox cloud solutions for IT

Knox Cloud Solutions for IT
• Streamlined device provisioning,

enrollment, and configuration

• Comprehensive device, app,
and OS version management

Knox Security Platform
• Defense-grade security

built into Samsung devices

7
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Productivity in Mobility
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Thank You!
• Keep an eye out for the slides and the

on-demand webinar

• Please take the post-event survey

• Register for our next webinar
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Appendix
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Expect more 
in 2024 and beyond.

03 Future

With mobile hardware-backed attestation, 
enterprises can verify a Galaxy device’s integrity 
before allowing access to corporate resources 
using Intune MAM.

Cisco Secure Access ZTNA on Galaxy devices provides users with role-
based, least-privileged access to apps and resources. This protects 
corporate resources with minimized public exposure, while also granting 
quick access.

Future: 
Zero Trust-ready devices and solutions by Samsung Knox

Threat actors never stop, and neither do we. Businesses around the world face a growing range of threats,
from zero-day exploits to state-sponsored hacks, targeting critical operations.

We continue to innovate and evolve to meet the changings needs of our dynamic and increasingly networked environment. Samsung fully
embraces Zero Trust security and we are already working closely with market-leading UEM, network, and security orchestrations players to
deliver comprehensive Zero Trust solutions.

Protect access to your data with Knox 
Attestation

Zero Trust Network Access supported on 
Galaxy devices

Microsoft Intune Cisco Secure Access

Samsung Knox Security
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Knox E-FOTA
Manage every OS version across your fleet and ensure the right version 

is deployed to every device, at the right time

Stability and continuity at your command with mobile OS version control

Ensure Total
Compliance

• Trigger mandatory firmware updates for 
every device, no matter what state they are at

Work on Your Schedule
and System

• Schedule update devices at the times
that work best for your work force

OS Version Fully
Under Control

• Ensure every device operates on the OS
version best suited for your business
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Knox Asset Intelligence
Gain visibility of detailed device use to better predict and enhance usage patterns 

- maximize productivity, ensure stability, and plan ahead on asset management

Data-driven analytics delivering mobile productivity

Actionable insights from 
optimized data visibility

• Leverage data into business productivity
intuitively with a customized, easy-to-read 
view

In-depth and comprehensive
data tracking

• Get an comprehensive understanding of
your device fleet’s status and issue,
powered by in-depth tracking across a 
wide range of data points

Powerful diagnosis and 
proactive troubleshooting

• Keep your mobile fleet operating 
smoothly by proactively discovering and
resolving issues with built-in
diagnostic/troubleshooting tools
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Advanced Software Update Management
Remotely enforce OS versioning on corporate-owned devices

Current  Version(v14.0) New (v14.2) Newer(v15.0)

Fully TestedFully Tested Latest, but not Tested

19

Fully Tested

OS Update Over-the-Airtest and upgrade

Knox E-FOTA
Stable OS Deployments for Business Apps/Services
- Choose which OS versions to roll out after QA testing is complete

Mandatory Firmware Update
- Silently update without device user interaction required

Flexible OS Update Options
- Schedule update date and time

- Update based on battery level / charging status / connectivity
(e.g. only when connected to Wi-Fi and battery is above 60%)

- Rollout the campaign at a certain rate to a random set of devices
(e.g. start the firmware download for 20% of total devices per day)


